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1. HEJIN U 3AJAYU OCBOEHUA JTUCHUIITINHBI
Leaun ocBOeHNSI AUCHUNJIMHBI:

Hucrunmnaa «IIpodeccrnonanbhpiii 37eKTUB. METOIBI ¥ CPeICTBA TEXHUYECKOM 3aIIUThI
KOH(UICHIMATBEHOW WHGOPMAIMM OT HECAHKIIMOHWPOBAHHOTO [OCTYIA» SBISETCS Ba)KHOU
COCTaBJISIIONIEH 001Iel MPoheCCHOHATHHOM MOATOTOBKH CIEIUATMCTOB B 00J1aCTH 00€CTIeUeHUS
uH(popManMoHHON Oe3omacHocTH. J(MCIUIUIMHA peanu3yeT TpeboBaHUs MPO(HECCHOHATBLHOTO
crangapra «CrnenuaiucT mo TeXHUYECKOH 3anuTe nHGOpMaluu'" U HapaBJIeHa Ha TIOJTyYCHHE
CTYAEHTaMM 3HAHUM, YMEHUW M HABBIKOB IO BONPOCAM TEXHUYECKOW  3alUTHI
koHpuaennuanbHon nHpopmaruu (T3KHW) ot Hecankimornuposannoro poctyma (HCIT).

3agaum 0CBOECHUS] TUCHUIINHBI:

M3y4YUTh OCHOBHBIE MeTOIbI U cpeacTBa T3KU ot HC/L;

o0ecreynTh OCBOCHHE CTYACHTaMH YMEHUI 1 HaBbIKOB 10 BorpocaM T3KU ot HCIL.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

Hucrtunnuna «IIpodeccrnonanbHblii 37eKTUB. METOIbI U CPEACTBA TEXHUYCCKOMN 3aIUThI
KOH(pHIEHIIMATBHONH HH(pOpPMAIMM OT HECAHKIMOHUPOBAHHOTO JIOCTYyNa» u3ydaercs B 6
CeMeCTpe W OTHOCHTCS K aucruruimHam Ooka b1.B. Jlucumrummaa ocHOBBIBaeTCS Ha 3HAHUSX,
NOJYYCHHBIX MpH U3yuyeHUH AUCHUIUIMH «OCHOBBI MH(OpMAIMOHHONW 0€30macHOCTHY,
«IIpodeccrnonanbupiii 3nekTHB. OpraHU3alliOHHO-TIPABOBBIE OCHOBBI TEXHUYECKOW 3aIUTHI
KoH(GUIACHIMANBEHOW  uHpopMarny, «OpraHu3alMoOHHOE ¥ TPaBOBOE  OOecredeHue
nH(pOpMaIMOHHOM 0€30IMaCHOCTIY.

JIns OCBOEHMSI OUCLMIUIMHBI CTYAEHT JOJDKEH MMETh CIECAYIOIIUE «BXOJHBIE» 3HAHMS,
YMEHUS, HAaBBIKK ¥ KOMIICTCHITUU:

e 3HaHue 0a30BBIX NPO(PECCHOHANBHBIX TOHATHH W OmpeaesieHnid B 00JacTu
UH(POPMALIMOHHOM 6€30MacHOCTH;

L] CHOCO6HOCTB HUCIIOJIB30BAaThH HOpMaTI/IBHBIe HpaBOBBIe I[OKYMGHTBI;

L] CHOCO6HOCTB HUCIIOJIB30BATh OCHOBHBIC IIOJOXCHUS U MCTOAbI COILIUMAJIBbHBIX H
TyMaHUTApHBIX HAYK;

e  CIOCOOHOCTH aHAJM3UPOBATH COIUATBHO-3HAYMMBIC TTPOOJIEMBI M MPOIIECCHI.
Pe3ynbraThl OCBOCHUS TUCHIUTIIMHBI OYTyT HEOOXOAMMBI JIJIs1 TaTbHEHIIIETO mpoIiecca 00ydeHus
B paMKax MO3TalmHOro (popMUPOBAaHUS KOMIETCHIUH MPHU U3YyUYEHHH CIEAYIOUIMX TUCIMILIMH:
«be30nacHOCTh OMEPAlMOHHBIX CHCTEM», «be30macHOCTh BBIYMCIUTEIBHBIX CETEi», «3ammra
UHOPMALIUU OT YTEUKH IO TeXHUYECKHM KaHanam», «IIpodeccrnonanbheiii snexTiB. KoHTponb
COCTOSIHMSI TEXHUYECKOW 3alluThl KOH(PHUACHIMAIbHOW WH(OpMAIun», a TakkKe B XOJE BCEX
BHUI0OB HpaKTI/IK U B HOBCGHHGBHOﬁ JCATCIIBHOCTU.

3. HEPEYEHD INTAHUPYEMBIX PE3YJIBTATOB OBYUEHUSA
O AMCIHUIIVIMHE (MOAYJIIO), COTHECEHBIX C IINTAHUPYEMbIMH
PE3YVJIbTATAMH OCBOEHUSI OBPA3OBATEJIbHOM ITPOI'PAMMBI
HpOHeCC N3YYCHUs] JUCIUILINHBI HanpasieH Ha (OPMUPOBAHHUE CICTYIONINX KOMIIETCHIMH!

Kon u HanmmeHoBaHue Ilepeyens MUIAaHMpYeMBIX pe3yJbTaTOB OOy4YeHHs 110
peajin3yemMoil KOMIeTeHIMH | JUCHUILUIMHE (MOAYJII0), COOTHECEHHBIX ¢ HMHANKATOPaMH
AOCTHKEHHUsI KOMIIeTeHI it

IK-7 - CriocobeH npoBoAuTh | 3HAET:

paboThl TO TeXHWYeCKOMY | TeXHMUYECKHe ONMMCAHWS W WHCTPYKIUHM MO SKCIUTyaTalluH
OOCITy’)KMBAaHUIO  3aIIMIIEH- | TEXHUYECKUX  CpPEeACTB  00paboTku  uHpoOpManuu B
HBIX TEXHWYECKHX CPEJICTB | 3aLIMIICHHOM HCIOJTHEHUN

00paboTKu MHPOPMALIUT [Topsimox  arTecramu  OOBEKTOB  MH(OpPMATH3AIMM  Ha
COOTBETCTBHUE TpeOOBAHUAM O€30MaCHOCTH HHPOPMALIIH
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ITopsnok ycTpaHeHUsT HEUCIIPABHOCTEH TEXHUYECKUX CPEICTB
00paboTkn WH(pOPMAIMM B 3AIIMIICHHOM HWCIIOJHEHUU W
OpTraHM3aIu! UX PEMOHTA

Ymeer:

[IpoBoaUTh  TEXHWYECKOE OOCIY)KMBAaHHME  3alUIICHHBIX
TEXHUYECKUX  CpeAcTB  o0paboTku  wHPoOpManmuu B
COOTBETCTBUM C HWHCTPYKIHUSIMH 10 OKCIUTyaTallud U
AKCILTyaTallMOHHO-TEXHUYECKON JOKyMEHTAIuen

[IpoBoaUTh  yCTpaHEHHE  BBISBICHHBIX  HEHCIIPABHOCTEH
3aIIUIIEHHBIX TEXHUYECKUX CPENICTB 00padoTKN HH(pOpMaIuu
Baaneer:

HaBbikamMmu  mpoBeneHUST  TEXHMYECKOTO  OOCTYy>KHMBaHUS
3aLIUIIEHHBIX TEXHUUYECKUX CPEICTB 00paboTKH MH(OpMAIHH

IIK-8 - Criocoben mpoBOIUTh
paboThl MO  YCTaHOBKE,
HACTPOWKE W HCHBITAHUSAM
TEXHUYECKHUX CpeACTB
00paboTku nHbOpMaIUu

3Haer:

HOpMaTI/IBHBIe IMPpaBOBLIC AKTbI, MCTOAWYCCKUC JOKYMCHTHI,
HAI[MOHAJIbHBIE CTAHIAPTHI B 0OOJACTH 3allUThl MH(OpMALUN
OrpaHU4YCHHOr0 JOCTyIla MW OKCIUIyaTaluu 3alllUuIICHHBIX
TEXHUYECKUX CPEJICTB 00pabOTKH MH(POPMAIIUH.

TexHuueckue KaHajibl yTEUKH MH(DOPMAINK, BO3HUKAIOIINE 32
CYeT MOOOYHBIX AIEKTPOMATHUTHBIX M3JTy4YEHUH OT OCHOBHBIX
TCXHUYCCKHUX CPCACTB, 3a CUCT HABOJAOK I/IH(bOpMaTI/IBHBIX
CUTHAJIOB HAa LIETIN AJIEKTPO-MUTAHUS U 3a3€MJICHUSI OCHOBHBIX
TEXHNYCCKUX CpCaACTB n CHUCTEM, BCIIOMOI'aTCJIbHBIC
TEXHUYECKHE CpEICTBa M  CHCTEMbI, HUX KaOelbHbIE
KOMMYHHKAIlMM, a  TakXke  CO3JaBacMble  METOJO0M
"BBICOKOYACTOTHOTO  OOJy4YeHHUsA" OCHOBHBIX TEXHUYECKHX
CPEICTB W CHUCTEM H 32 CYEeT BO3MOXHO BHEIPECHHBIX
3JIEKTPOHHBIX YCTPOICTB mepexBaTa HH(OPMALIMKU B OCHOBHBIX
TCXHUYCCKHUX CPCACTBAX U CUCTCMAX.

CrniocoObl 3amuThl MHPOPMAIMK OT YTEUKH MO TEXHUYECKUM
KaHajam

Ymeer:

[IpoBOoaUTH HACTPOMKY 3aLUIICHHBIX TEXHUYECKUX CPEACTB
00paboTkn mH(MOpPMAIIUK B COOTBETCTBUU C MHCTPYKIMSMU 10
SKCIUTyaTauuun )41 OKCILTYaTallUOHHO-TCXHUYCCKUMU
JTIOKYMEHTaMHU.

HpOI/ISBO,Z[I/ITB YCTAaHOBKY n MOHTaX S3alIUIICHHBIX
TEXHUYECKUX CPENICTB 00padOTKHM MHPOpMAITUN

Baaneer:

HaBbikamMu yCTaHOBKM M MOHTa)ka 3alUIIEHHBIX TEXHUYECKUX
cpeactB 00paboTku HHPOPMALIUH.

HaBbikamMu HacCTpOMKHM 3allIUIIEHHBIX TEXHHUYECKHUX CpPEICTB
00paboTKK HHPOPMALIUU

dopma A
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4. OBIIAA TPYJOEMKOCTDb JUCIIUIIJIMHbI

4.1. O0beM IMCHUILIHHBI B 3a49€THBIX eIUHMIAX (Bcero) 3.

4.2. O0beM IMCHUILUIMHBI 110 BHAAaM y4eOHOH padoThl (B yacax):

KonnuecTBo vacoB (hopma oOydeHust QYHas )
Bun yueOHOM paboThI Bcero no B 1.4. mo cemecTpam
TJIaHy 6
KonrakTHas pabora 54 54/54%*
00ydaromuxcsi ¢
npenojaBaTesieM
AyIUTOpHBIE 3aHTHUS: 54 54/54*
Jlexuun 18 18/18*
[IpakTuyeckue u 18 18/18*
CEMHHApPCKUE 3aHSTHSI
JlaGopaTopHbie pabOThI 18 18/18*
(J1abopaTopHBIiA
MIPAKTUKYM)
CamocrosiTenpHas padbora 54 54
®dopma TEKYIIErO -TectupoBanue
KOHTPOJS ~ 3HaHWA U Ha CEMHUHapax;
KOHTPOJIS - BOIIPOCHI NpHU
CaMOCTOSITENTbHOU 3amure jgabopa-
paboTHI: TOPHBIX paboOT
TectupoBanue, KOHTP.
paboTa, KOJUIIOKBUYM,
pedepar u ap. (He meHee 2
BHJIOB)
Kypcosast pabota
Buaer mpomexxyTouHOM 3a4eT 3a4eT
aTTecTaluu (3K3aMeH,
3a4er)
Bcero yacos 1o 108 108
JUCIUIINHE

* B cmydae HEOOXOAMMOCTH MCIIOJIB30BAHHS B YYEOHOM IMPOIECCE YaCTUYHO/UCKIIIOUUTEITEHO
JOUCTAHIITMOHHBIX O6pa3OBaTeHBHBIX TGXHOJ’IOI‘I/II\/'I B Ta6J'II/II_I€ t-I€p€3 CJICII yK%bIBaGTCH
KonudecTBO yacoB padotsl [II1C ¢ obyuaromumMucs a1 mMpoBeeHUS 3aHATHN B JUCTAHITMOHHOM
dbopMaTe ¢ MPUMEHEHHEM IJIEKTPOHHOTO 00YUICHHUS

dopma A
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4.3. Cogepxanue nucuunInMHbI (MoayJs.) Pacnpenesenne 4yacoB no reMaM U BUaaM
y4eOHoil padoThI:
®dopma 00yueHus oYHas

Buapl yaeOHBIX 3aHATHI

AyIUTOpPHBIC 3aHSATHUS
3aHsATus
[Ipaktru | JIaGop Camoct | Popma
HaszBanue u paznenos u Bce- B
€CKHUe | aTopH OSITEeNIb | TEKYIIETO
TeM ro | Jlex UHTEPAKT
3aHSTHS, bIC . Hast KOHTPOJIS
002078 WBHOM .
cemMuHap | pabor paborta | 3HaHMIA
dbopme
bl bl
Pasnea 1. Yrpo3ssl 6e3onacHocTu nHpopmanun, cesizanabie ¢ HCJI
1. Tlomatue u oOmas 2 2 4 TecTbl
KJIaccupuKanms yIrpo3 Tl
6e3omacHocTH  MH(pOpMa-
mu, cBa3aHHbix ¢ HCJJ
2. Metoabl BBISBICHUS U 2 2 TecTn
aHanu3za  yrpo3  0e30- T2
MAacHOCTH  MH(OpMaIuH,
YA3BUMOCTEH  Mporpam-
MHOTO obecreueHus,
UCIIOJIb3YeMOro B  aBTO-
MaTH3UPOBAHHBIX (MHDOP-
MaIlMOHHBIX ) CHCTEMax
3.  bBaHk ngaHHBIX yTpo3 2 6 6 Tectbl
0e3omacHOCTH HMH(pOpMa- T3
MU, BKJIIOYAOIMUX 0azy
TAHHBIX YSA3BUMOCTEHN

porpaMMHOro  obecrie-
YEHHs, HCIIOJIb3YeMOro B

ABTOMAaTU3HPOBAHHBIX
(MHGOPMAITMOHHBIX )
cucTeMax

Paznen 2. Mepsbl u cpencrsa 3ammutbl nHGopmannu ot HC/I
4. OO0mas xapaKkTepHucTU- 2 2 4 TecTsl
Ka W KjIacCU(UKAIUI Mep T4
" CpeACTB 3aIUTHI
nHdopmanuu ot HCJ|
5. CpencrtBa 3alUTHI UH- 4 2 12 20 Tectbl
dhopmarmu ot HCJI T5
6. OO0muii  mopsIoK 2 2 4 Tectol
ceptuduKa  CPEACTB T6
3aMThl MH(pOpMAIu OT
HC/Q
7.  Omnpenenenue daxra 2 2 6 10 Tectol
JIO0CTyla K (aiinam. T7

JOCTYIl K JaHHBIM CO
CTOPOHBI MpOIecca

8. Meponpustusi o ¢bu- 2 2 4 TecTs

®dopma A Crpanumna 5us 15




MI/IHI/ICTepCTBO“HayKPI ¥ BBICHIETO PGpaSOBaHI/IH PO Dopma
VY bsiHOBCKUIH TOCy1apCTBEHHBIM YHUBCPCUTET
®-Paboyast mporpamma o JUCLUILITHHE
3UYCCKOM 3aIuTe 00bEKTa T8
nHpopMaTHU3alMl ©U  OT-
JENBHBIX TEXHUYCCKHUX
CPEACTB, HCKIIOYAIOIINUX
HCJI k  TexHHYECKHM
CpeACTBaM, UX XUIIECHUE U
HapyleHue  paboTocno-
coOHOCTH
Hroro: 108 18 18 18 54

5. COAEP) KAHME JUCHUIIJIMHBI (MOAYJISA)

Pa3znen 1. Yrpo3ssl 6e3onacHoctu nHpopmauuu, ceazanubie ¢ HCJI

Tema 1. Ilonsatue u oOmas kiaccudukanus yrpo3 Oe3omacHOCTH WHGOpPMALNH,
cBszanabIXx ¢ HCJJ

OcHoBHbIe TepMHUHBI U onpeaenenus B odrnactu HCJI. Microunuku yrpo3 6e3onacHOCTH
uHpopmanuu. Monenu yrpo3 6e3onacHocTy uHpopmanuu, ceszanabix ¢ HC/I.

Tema 2. Mertoasl BBISIBICHUS W aHaIW3a yrpo3 Oe3omacHocTH WH(MOpMAIUH,
ySI3BUMOCTEH  IIPOTPaMMHOTO  OOECTEYEHHUs, HUCHOJIb3yeMOro B  aBTOMAaTHU3WPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CHCTEMAaX

Metonbl BBISBICHHUS YS3BUMOCTEH MH(POPMALMOHHBIX cucTeM. Ilopsiok u comepxaHue
paboT Mo aHanu3y ysA3BUMOCTEH MporpaMMHOro o0ecrieueHus: HHPOPMALIMOHHBIX CUCTEM, B TOM
YHCIIe CPECTB 3aIUThl HHPOpPMAIUU HH(YOPMAIIMOHHBIX CUCTEM.

Tema 3. baHk maHHBIX yrpo3 0€30MacHOCTH MH(POPMAIIMH, BKIIOYAIONTUX 0a3y JaHHBIX
ySI3BUMOCTEHl  IIPOTPaMMHOTO  OOECTEYEHHUs, HUCHOJIb3yeMOro B  aBTOMAaTH3WPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CHCTEMAaX

Onucanue ys3BUMOCTEH MPOrPaMMHOTO OOECIeYeHHUs, BKIIOUYEHHBIX B 0a3y IaHHBIX
ySI3BUMOCTEHl  MPOTrpaMMHOIO  OOEcCreueHusi, HCIONb3yeMOro B  aBTOMAaTHU3WPOBAHHBIX
(uH(OpPMAIIMOHHBIX) CcHUCTeMaxX. MEXKIyHapOAHbIM TMOAXO0J K BBIIBICHUIO U  aHAIHU3Y
ySA3BUMOCTEH, 0a3bl JaHHBIX, cojepikamue ysa3BuMocTd, B ToM uucie CVE. OOmas cucrema
oreHkH ysi3BuMoctel (crangapt CVSS).

Pa3znen 2. Mepsl u cpeacrsa 3amutbl nHGopmanuu ot HC/I

Tema 4. OOmas xapakTepucTHMKa U KiIacCU(PUKalLUsg Mep U CPEICTB 3allUThI
uHpopmaruu ot HCJ

TpeboBanust k Mepam 3amutel  uHpopmamuun ot HCJl, peanusyembiMm B
aBTOMAaTU3UPOBaHHOU (MH(MOpMAIMOHHOW) cucTeMe. Mepsl 3amuThl nHGopmamuu ot HCJI.

Tema 5. Cpencrta 3amutsl uanpopmarmu or HCJI

MexcereBble 3KpaHbl, TpeOOBaHMS K HHUM U crnocoObl mpuMeHeHus. CucreMsl
oOHapy>KeHHUsl BTOpXKCHM, TpeOOBaHMsI K HHUM U crnocoObl mnpuMmeHeHus. Cpencrsa
AQHTUBUPYCHOM 3alllWThl, TpeOOBaHUS K HUM U CHocoObl mpuMeHeHusd. CrneuunaabHbie
IpOTrpaMMHO-aNapaTHbIE U IPOTrpaMMHBIE KOMIUIEKCHI IOBEPEHHOM 3arpy3KU U pa3rpaHUYCHUS
KoHTpoJis noctyna. CpeactBa peructpauuu M ydera. CpencrtBa (MeXaHH3MbI) oOecrieueHUs
nenoctHoctd uHpopmanuu. Kpuntorpapuueckue cpenctBa 3ammrtbl uHGopmanuu. DLP-
CUCTEMBI, NX BO3MOXKHOCTH U MEPCIIEKTUBBI IPUMEHEHHUS.

Tema 6. O0muit nopsinok cepTuduranuu cpeacTs 3amuTel nHpopmanuu ot HCJI

Crannmaptel mo ceprtudukanuu cpenacts 3ammthl uHGopManmu ot HCJI[.  Ilopsmok
POBEJCHUS CepTU(DUKAIIMOHHBIX UCIBITAHUNA Ha COOTBETCTBUE Kiaccam 3ammuiiéHnoctu CBT.
OTUYETHOCTH MO pe3yJibTaTaM UCIBITAHUH.

Tema 7. Ompenenenue (akra gocryna kK QaiigaMm. AOCTYH K JaHHBIM CO CTOPOHBI
nporecca

®dopma A Crpanurna 6u3s 15
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OcHoBHBIE crocoObI ompeneneHus ¢akra gocryna. JKypHansl gocTyna. BreisBienue
CJIEZIOB HECAHKIIMOHMPOBAHHOrO JocTyna K ¢aiiam. [loHsaTHe A0CTyna K JaHHBIM CO CTOPOHBI
npoliecca: OTIMYUS OT JIOCTYNa CO CTOPOHBI MoJb30oBaress. [IoHsATHE W MPUMEPHl CKPBITOTO
noctyna. HapexHocTh cucteM orpaHudeHust joctyna. I[IoHSATHE 5SIEKTPOHHOIO 3aMKa.
MexaHu3Mbl KOHTPOJIS anmnapaTtHoi KoHpurypauuu [I1DBM.

Tema 8. MeponpusaTus 1o GU3NYECKOl 3amuTe 00HEKTa HHPOPMATHU3AIUN U OTACIBHBIX
TEXHUYECKUX CpeAcTB, uckimovarommx HCJ] K TeXHMYECKHMM CpeicTBaM, HMX XHILIEHHE H
HapylieHue paboTocrnocoOHOCTH

OOmast xapakrepuctuka oObekTa uHpopMmaruzauuu. CucremMa (GHU3UYECKON 3aIluThI
00beKTa MH(pOpPMATU3ALMU U OTAEIBHBIX TEXHHYECKUX cpencTB. OCHOBHBIE MEPOIPUSITUS IO
¢du3udeckoii 3amuTe 00beKTa NHPOPMATU3ALNUU U OTIIEIBHBIX TEXHUUECKUX CPEACTB.

6. TEMbI IPAKTUYECKNX U CEMUHAPCKHWX 3AHSATUI

6.1 IlpakTrueckue 3aHATHS HE MPEIYCMOTPEHBI YUeOHBIM MJIAHOM JUCIUILTUHBL.

6.2 TeMbI ceMMHAPCKHUX 3aHATHIL:

Pa3znea 1. Yrpo3sbl 6e3onacHoctu nHpopmauuu, ceazanubie ¢ HCJI

Tema 1. IlonsaTue U ol0mas kJaaccupukanus yrpo3 0e30nacHOCTH HH(OPMAaLNH,
cBsizanHbIX ¢ HCJI (cemunap).

1. OcHoBHbIe TepMUHBI U onpeneneHus B obaactu HC/.

2. Hcrounuku yrpo3 6e30macHOCTH HHGOPMAITIH.

3. Mopnenu yrpo3 6e3onacHoct nHpopmanuu, cesizanabix ¢ HCJI.

Tema 3. bank gaHHBIX yrpo3 Oe3omacHOCTH MHGOPMAIMH, BKIIOYAOIIMX 0a3y JTaHHBIX
ySI3BUMOCTEH  IPOTPaMMHOTO  OOECTIEYEHHUs, HUCIHOJIb3yeMOro B  aBTOMAaTH3MPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEMaX (CEMUHAp).

1. Obmias xapakrepucTtka banka qaHHbIX yrpo3 0e30macHOCTH HHPOPMAILTUT

2. Onucanue ysa3BUMOCTEH MPOTPaMMHOIO OOECreueHus, BKIIOUEHHBIX B 0a3y JaHHBIX
ySI3BUMOCTEH  IIPOTPaMMHOTO  OOECTIEYEHHUs, HUCIHOJIb3yeMOro B  aBTOMAaTH3WPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CHCTEMaX.

3. Meronsl BBISBIECHUS YSA3BHUMOCTEH HWH(POPMAIMOHHBIX cucteM. Ilopspok u
cojiepaHue paboT MO aHaIU3y YSI3BUMOCTEH MpPOrpaMMHOro obecrieueHusi HHPOpMaIMOHHBIX
CHCTEM, B TOM YHCJI€ CPEJICTB 3aIUThl HH(POpMAITUN HH()OPMAITHOHHBIX CUCTEM

4. MexayHapOoIHBI TOIXO0J K BBISIBICHUIO W aHAIU3Y YSI3BUMOCTEH, 0a3bl JaHHBIX,
cojiepxaniue ysa3BUMocTu, B ToM unciie CVE.

5. O0mras cuctema orieHkH ys3BuMocTelt (cranmapt CVSS).

Pasnea 2. Mepsbl u cpeacrsa 3ammThbl nHpopmannu ot HCJI

Tema 4. OOmas XxapakTepucThKa © KilacCH(UKAIUMsA Mep € CPEACTB 3allUThI
unpopmanuu ot HCJI (cemunap).

1. TpebGoBanus k wmepam 3amutbl wuHGopManuu ot HCJl, peanuzyemMbiM B
aBTOMATH3UPOBaHHOH (MH(POPMALIMOHHOI) CHCTEME.

2. Knaccubukamus mep u cpenctB 3ammuthl uHGopMmanmu ot HCJl (ympaBnenue
JOCTYTIOM; pETHCTpaluss M Yyd4eT; oOeclieueHue MEeJIOCTHOCTH; AaHTHUBUPYCHAs 3alluTa;
MEXCETeBOE JKpPaHMpPOBAaHHE M CETMEHTHPOBAHHE CeTed; aHaliu3 3alMIIEHHOCTH U
oOHapy’KeHUe BTOPKEHUHN U T.1.)

Tema 5. Cpenctsa 3amutsl nHdopmarmu ot HCJI (cemunap)

1. MexcereBble SKpaHbl, TPEOOBAHUS K HUM U CIIOCOOBI IPUMEHEHUSI.

2. CucreMbl 0OOHAPYKEHUSI BTOPKEHUH, TpeOOBaHUS K HUM M CTIOCOOBI TPUMEHEHHSI.

3. CpencTBa aHTUBHPYCHOM 3aLIUTHI, TPEOOBAHUS K HUM U CIIOCOOBI IPUMEHEHUSI.

4. CnenuanbHble TMPOTPaMMHO-AaNNapaTHBIE W MPOTrPaMMHBIE KOMILJIEKCHI JIOBEPEHHOM
3arpy3Kd U pa3rpaHUueHUs] KOHTPOJIS JOCTYyIA.

5. CpencTBa perucTpalumu 1 yuera.
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6. CpenctBa (MexaHH3MBbI) 00eCIIeUeHus [IETOCTHOCTH UH(OPMAIIHH.

7. Kpunrorpadgudeckue cpeacTna 3aniuThl HHPOPMaIIUH.

8. DLP-cucremsl, uX BO3MOXHOCTHU U NIEPCIEKTUBbI IPUMEHEHUS.

Tema 6. OOmumii mopsgok ceptuduranuu cpeAcTB 3amuThl nHGopmanuu ot HCJ]
(cemuHap)

1. Ceprudukanus cpencts BerauciauTebHon TexHuku (CBT) mo TpeboBanusm
sanumeHHoctd o HC/ k ungopmarin

2. Tlopsimox mpoBeieHus cepTU(PUKAIMOHHBIX UCTIHITAHUN HAa COOTBETCTBUE KJlaccaM
samuienHoctu CBT.

3. OTt4eTHOCTH, MO pe3yabTaTaM ucnbiTaHuid. Tema 7.  YcTaHOBKa, HacTpoMKa,
OKCIUTyaTalusi M TEXHUYeCKoe oOciykuBaHue cpenctB 3amutel uHpopmauuu ot HCJI
(cemuHap)

Tema 7. OmnpeneneHue ¢akra AocTyna K QaimaMm. JOCTYN K JaHHBIM CO

CTOPOHBI IIpOIECca (ceMHuHap)

1. Crioco6b1 onpeneneHus (akra 10cTyna

2. Xypnanst nocrymna. Kpurepuu nHGOPMATHBHOCTH KYPHAIOB TOCTYIIA

3. MexaHu3Mbl KOHTPOJIA anmnapaTtHoil kongpurypamuu [19BM

Tema 8. Meponpusatus 1o ¢(U3HIECKON 3amuTe o0beKkTa HWHPOpMATH3AIUU |
OTJENBHBIX TEXHUYECKHX cpeacTB, uckmovamomux HCJ] kK TexHHMYECKUM cpelncTBaMm, HUX
XUIICHUE U HapyIIeHHue paboTOCIOCOOHOCTH (CEMUHAP ).

1. Obm1ast xapakTepucTHKa 00bekTa HH()OpMaTH3AIHH.

2. Cucrema (u3nueckoi 3amuThl 00beKTa HHOOPMATU3AINU U OTJEIbHBIX TEXHUYECKUX
CPEICTB.

3. OcHoBHBIE MepompHsTHS IO (U3MUECKOW 3amuTe Oo0BheKkTa WHGOpPMATH3AUA |
OTJENbHBIX TEXHUYECKUX CPEJICTB.

7. JABOPATOPHBIE PABOTHI (JIABOPATOPHBIN ITIPAKTUKYM)

Paznen 2. Mepsl u cpeacrsa 3amuthl nHGopmanuu ot HC/I

Tema 5. Cpencrta 3amutsl uapopmarmu or HCJI

Jlaboparopnast pa6ora Ne 1. (2 waca). Ha3zHaueHwe W BO3MOKXHOCTH BCTPOEHHBIX
MeKCeTeBhIX dKpaHoB (MD).

ens: W3ydnTh BO3MOXKHOCTH M HAy4YHUTHCs paboOTaTh ¢ BCTpoeHHbIMU MD. PesymbTar:
OTYeT.

MeTtoauyeckue yka3aHHs: OCHOBHOE BHUMAaHHUE JOJDKHO OBITh YJIEIEHO HACTPOMKE U
IIPAKTUYECKOMY OCBOEHMIO BO3MOKHOCTEW BCTPOEHHBIX MO.

Jlabopartopnast pa6otra Ne 2. (4 vaca). Cucrembl 0OHapYyKEHHSI BTOP)KEHUN Ha MPUMEpe
Cuctemsl 3ammThl oT HCJI «Dallas Lock».

Lens: m3yunth Bo3MOxkHOCTH CucTeMbl 0oOHapyxkeHusi BropkeHui «Dallas Lock» u
HAY4YHUThCs paboTaTh ¢ Hel. Pe3ynbTar: oTyer.

MeTtoauyeckue yka3aHHs: OCHOBHOE BHUMaHHE JOJDKHO OBITh YJIEIEHO HACTPOUMKE U
PaKTUYECKOMY OCBOCHHIO BO3MOXKHOCTEH CucteMbl oOHapyskeHus Bropxennii «Dallas Locky.

Jlaboparopnast pabota Ne 3. (2 gaca). CpeacTBa aHTUBHPYCHOM 3aIUTHI.

[enb: M3y4UTh BO3MOXXHOCTH BHIOPAHHOM CHCTEMbI AHTUBHPYCHOMN 3alIUTHI U HAYIUTHCS
pabortathb ¢ Hell. Pe3ynbrar: oTyer.

Mertoanuyeckre yka3aHHs: OCHOBHOE BHMMAaHHUE JOJDKHO OBITh YAEJICHO HACTpOHMKEe U
MPAKTUYECKOMY OCBOCHHIO BO3MOKHOCTEW BHIOPAHHOW CUCTEMbl aHTUBUPYCHOU 3aIUTHI.

Jlaboparopnas pabora Ne 4. (4 uaca). CrnenmanbHble MPOTPAMMHO-AINIAPATHBIE U
IpPOrpaMMHbIE KOMIUJIEKChl JOBEPEHHOW 3arpy3KM M pa3TpaHUYEHUsS KOHTPOJISI JOCTyrna Ha
npumepe [IporpaMMHo-anmapaTHOrO KOMILIEKca cpelncTB 3amuThl uHGopmauuun ot HCJ
“Axxopa—AM/3”.
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Lenb: U3y4UTh BO3MOXKHOCTU U HAyYUTHCS pabOTaTh C KOMILJIEKCOM CPEJACTB 3aLIUTHI OT
HCJI. PesynbTaT: oT4er. Metoaudecknue ykazaHus: OCHOBHO€ BHUMAHHE JOKHO OBITh YIEICHO
HACTpOIKe, YCTAaHOBKE U IPAKTHUECKOMY OCBOEHHUIO BO3MOKHOCTEH [IporpamMMHo-anmapaTHOro
KOMILIEKca cpeacTB 3amuThl nHbopmaruu ot HCJI.

Tema 7. Ompenenenue ¢akra gocryna kK QaiigaMm. AOCTYH K JaHHBIM CO CTOPOHBI
nporecca

Jlaboparopuas padora Ne 5. (6 gacoB). HazHaueHue, BO3MOKHOCTH U TIOPSIOK paOOTHI C
cuctemoit SecretNet Studio.

Lenb: M3y4nTh BO3MOXKHOCTH M HAayduThCs paboTtath ¢ cucremoin SecretNet Studio.
Pe3ynbTar: oTyer.

Mertoanuyeckne yka3aHHs: OCHOBHOE BHMMAaHHUE JOJDKHO OBITh Y/AEJICHO HACTpOMKe U
MPaKTUYECKOMY OCBOCHHIO BO3MOXKHOCTEH cuctemMbl SecretNet Studio.

Bce naGoparopHble pabOThl TPOBOJSTCS B HWHTEPAKTUBHOH ¢opme, a HMEHHO
HCIOJIB3YIOTCS:

JMAJIOroBoe OOy4eHHE, B XOJ€ KOTOPOTO OCYIIECTBIISETCS B3aUMOJCHCTBHE MEXIY
CTYJEHTOM U IPENoAaBaTeeM, MeXAy CAaMUMH CTYACHTaMU, TPYIIaMu CTYI€HTOB;

AJIEMEHTHI JIEIOBBIX HUTP, «MO3TOBOW IITYpM» WM AWCKYCCHU TIO PaccMaTPUBAEMBIM
BOIPOCAM.

8. TEMATHKA KYPCOBbBIX, KOHTPOJIbHbBIX PABOT, PE®PEPATOB

8.1 KypcoBbie, KOHTpOJIBHBIE Pa0OTHI U pedepaTsl He MPeayCMOTPEHB! YUeOHBIM IIIAHOM
JMCIUTIIHHBL

9. IEPEYEHBb BOITPOCOB K 3AUYETY

1. Yrpo3sl 6e3omacHocty nHpopmaruu, ceszanusie ¢ HCJI.

2. Metoas! ananu3a yrpo3 6e30macHOCTH HH(pOpMaITUH.

3. TpeboBanus no 3aumre uHpopmanuu ot HC/.

4. Mepsr1 3anutel nuaopmaruu ot HC/I.

5. OcHoBHbIe cpencTBa 3ammuThl nHGopmarmu ot HC/I.

6. O0m1as XapakKTEePUCTHKA MEKCETEBBIX YKPAHOB

6. MeToasl KOHTpPOJIS 3ammuieHHocTd nHpopMmaruu ot HC/I.

7. CuctemMbl 0OHAPY)KEHUS BTOPKEHUH, TpeOOBAaHUS K HUM M CIIOCOOBI TPUMEHEHUSI.

8. CnenmanbHble MPOTPAMMHO-AINIAPATHBIE M MPOTPAMMHBIE KOMIUICKCHI JTOBEPCHHON
3arpy3KH M pa3rpaHuyeHus] KOHTPOJIS JOCTYTIA.

9. CpexncTBa perucTpalyy u ydera.

10. CpenctBa (MexaHU3MbI) OOECIIeYeHHs 1IeTOCTHOCTH HH(POpMAITUH.

11. Kpuntorpadpuueckue cpencTa 3amuThl HHPOPMALUH.

12. DLP-cuctemsl, UX BO3MOXXHOCTU U MEPCHEKTUBBI TPUMEHEHUS.

13. CxaHepsl 6€30MIaCHOCTH U X XapaKTEPHUCTUKA.

14. CpeactBa aHanM3a MNpPOrpaMMHBIX KOJIOB M HMX Xapakrtepuctuka. Cpencrsa
AHTUBUPYCHOM 3aIIUTHI U UX XapaKTEPUCTHUKA.

15. Knaccudukamuss aBTOMAaTU3UPOBAHHBIX CHCTEM 110 TPEOOBAHHMSAM  3allUTHI
uHpOpMaLIKH.

16. CrocoObl KOHTPOJS IEJIOCTHOCTH MPOTPAMMHOIO OOECIeUeHUsT W amnmapaTHBIX
CPEICTB.

17. Crocobbsl M cpeacTBa KOHTPOJSA JOCTyNa K aBTOMATH3MPOBAHHBIM CHCTEMaM M
pabouemMy MecCTy MOJIb30BaTEIS.

®dopma A Crpanuma 9u3 15



MHUHHCTEpCTBO HAyKH H BEICIIET0 00pa3oBaHus PO
VY I1bSHOBCKHI rOCYJapCTBEHHbIH YHUBEPCUTET

dopma

®-Pabouast mporpamma 110 JUCIUILIMHE

7. CAMOCTOATEJIBHASA PABOTA CTYJIEHTOB

HasBanue pasznenoB u teM | Bua camocrosTenbHOM Ob6vem B | ®opma KOHTPOIIS
paboThI gacax

Paznen 1. Yrpossl 6e3oma- | [ToarotoBka K JeKIuu, Tectsl epen

cHOCTU UHGOpMaIuy, CBsl- | CEMUHApY, MOATOTOBKA K JIeKUKen, TECThI Ha

3anHble ¢ HCJI. Tema 1. chade 3a4éra CceMUHape, 3a4€T

[Tonsatre u 00IIIas KiIacCH- 4

¢bukamys yrpo3 6e30macHo-

cTu uHbOpMAIIH,

cBsa3aHHbIX ¢ HCJJ

Pasgen 1. Tema 2 Metons! | [ToaroroBka K JeKIuu, Tectol nepen

BBISIBJIGHMSI W aHaJK3a | MOATOTOBKA K c/aye 3auéra JIeKUKen, TECThI Ha

yrpo3 0€30MacCHOCTH WH- cEeMHHape, 3a4€T

dbopmaruu,  ysA3BUMOCTEH

POTPaMMHOTO obecrie- 2

YEHUs, HCIOJIB3YEMOTIO B

aBTOMAaTHU3HPOBAHHBIX

(uH(pOPMAITMOHHBIX )

cUCTeMax

Pazgenr 1. Tema 3. bank | Ilogroroeka K JeKIuu, Tectsl iepen

JTaHHBIX yrpo3 Oe3omac- | CeMHHApy, MOATOTOBKA K JIEKIMEH, TECThI Ha

HOCTH MH(OpMaInu, BKIIO- | cave 3a4éTa CEMHUHApeE, 3a4€T

qarommx ~ 0a3y  JIaHHBIX

YA3BUMOCTEHN Mporpam- 6

MHOI0 oOeclieueHus, WucC-

MOJIb3yeMOT0 B AaBTOMATH-

3UpPOBaHHBIX (unopma-

IIMOHHBIX) CUCTEMAX

Pa3znen 2. Mepsl u cpeactsa | [loaroroska K Jeknuu, Tectsl epen

3amuThl  MH(OpPMAalKUK OT | MOATOTOBKA K c/aye 3auéra JIeKUKEeN, TECThI Ha

HCA. Tema 4. OOGmas ceMHuHape, 3a4€T

XapakTepuCTUKa M  KJac- 4

cuuKanms Mep U CPelCTB

3amuThl  MHpOpMAUKU  OT

HC/

Pazgen 2. Tema 5. IToaroroBka k NEKIHH, Tectsl iepen

CpencTsa 3a1uThl CeMHUHapy, 1a00paTOpPHBIM 20 JIEKIMEH, TECThI Ha

nHdopmanuu ot HCJ| paboTtam, MOATOTOBKA K ceMHuHape, 3a4ET
caaye 3auéra

Pazmen 2. Tema 6. OOmmii | IToaroToBka K JEKIUH, Tectsl iepen

MOPSIA0K cepTu(UKAINK | CEMUHAPY, TIOJrOTOBKA K 4 JIEKIMEH, TECThI Ha

CpEICTB 3alUTHI | cade 3a4éTa ceMHHape, 3a4€T

uHpopmanuu ot HCJ{

Paznen 2. Tema 7. | IloaroToBKa K JIEKIHH, Tectsl iepen

YcraHoBKa, HACTpOMKa, | CEeMUHApy, J1a00paTOPHBIM JIEKIIUEH, TECTHI Ha

SKCIUTyaTalusi W TEXHHU- | paboTam, MOATOTOBKA K 10 ceMHHape, 3a4€T

4ecKoe oOciy>XxMBaHue | crade 3a4éra

CPEIICTB  3aIllUTHI
maruu ot HCJJ,

uHpop-

dopma A
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Paznen 2. Tema 8. | IToaroroska K JIEKIUH, Tectsl iepen
Meponpusitusi 1o  pu3u- | ceMUHAPY, MOATOTOBKA K JIEKITHEH, TECTHI Ha
4YecKol 3ammre OO0BeKTa | ciade 3auéra CEMUHape, 3a4€T
nHpopMaTU3alMl W OT-
JIETbHBIX TEXHUYCCKHUX
CPEACTB, HICKJTIOUAIOIIAX 4

HCH x  TexHuueckum
CpEICTBaM, UX XHILIEHUE U
HapylIeHHe
paboTocrmocoOHOCTH
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11. YYEBHO-METOANYECKOE U UTHOOPMAIIMOHHOE
OBECIIEYEHHUE JUCHUIIVIMHBI
a) CIuCOK peKoMeHyeMoii JTuTepaTyphbl:

OCHOBHAasI
1.  Cysoposa, I'. M. Nudopmarmornasi 6€30MacHOCTb : yueOHOe mocodue st By30B /
I'. M. CyBopoBa. — 2-e¢ u3z., mepepad. u mon. — Mocksa : M3natenscTtBo FOpaidrt,
2023. — 277 ¢. — (Bwicmee obpazoBanue). — ISBN 978-5-534-16450-3. — Tekcr :
anekTpoHHbeld // OOpazoBatenpHas miarpopma IOpaiit  [caiit] — URL:

https://urait.ru/bcode/531084
2. Tpomsenckmii, 5. C. HNnHpopmanmoHHas Oe30mMacHOCTh : yudeOHoOe mocobue /
I'ponzenckuit . C. - Mocksa : PI'-IIpecc, 2020. - 144 c. - ISBN 978-5-9988-0845-6. - Tekcr :
anexktpoHHei  //  OBC "KoncynpTanT  cryaeHTa" : [catir]. -  URL
https://www.studentlibrary.ru/book/ISBN9785998808456.html

AOMOJTHUTEIbHASI

1. Hexommepueckast untepuer-sepcust CIIC "Koncynprantl Inroc":

1.1 ®enepanbublii 3akoH oT 27.06.2006 N149-D3 "O6 undpopmanumu, HH(bopMauHOHHHx
TEXHOJIOTHSIX u 3a1uTe nHpopmarun". URL:
http://www.consultant.ru/document/cons_doc LAW_61798

1.2 ®enepanbubiii 3akoH 0T 27.07.2006 Ne 152-®3 "O nepconanbhbix naHHBIX". - URL:

http://www.consultant.ru/document/cons_doc LAW_61801

2.1 UpanmoB A. M. OcHoBBI HHPOPMAITMOHHOW OE30MACHOCTH : KypC JICKITUH : yaeOHOe

mocodbue i CTYACHTOB crHenuanbHOcTel «KommbroTepHass O0e30macHOCTh» U
«nadopmarnmonnas 6€30MacCHOCTh aBTOMaTU3UPOBAaHHBIX cucTem». Yacts 2 / A. M.
WpannoB, B. I'. Koszmosckuit; Ynl'Y, ®ak. marematuku, uHGOpPM. U aBuaIl.
TEXHOJOTUH. - YiabaHOBCK : Yal'V, 2020. - 3ari. ¢ skpaHa. - DJIEKTPOH. TEKCTOBBIE
nas. (1 daiin : 1,41 MB). — URL: http://lib.ulsu.ru/MegaPro/Download/MObject/8697
2.2 Upanrmos, A. M. OcHoBBI HH(GOPMAITMOHHON 0€301TaCHOCTH : KypC JIEKIIHH : yueOHOe
nmocobue. Y. 1 / A. M. Usanmnos, B. I'. Koznosckuii ; YalI'Y, DMUAT. - D1eKTpoH.
tekcToBble faH. (1 daiin : 776 Kb). - Ynesuosck : Yal'V, 2019. - 3arn. ¢ skpanHa. —
URL.: http://lib.ulsu.ru/MegaPro/Download/MObject/1396

3. bysoB TI'.A., 3ammura wuHbOpPMAMK OTPAHUYECHHOTO JOCTYNMa OT YTEUKH II0
TexHn4deckuM kananam / I'.A. By3oB - M.: T'opsiuas nmuuus - Tenekowm, 2015. — 586 c.
- ISBN 978-5-9912-0424-8 - Pexum JOCTyma:
http://www.studentlibrary.ru/book/ISBN9785991204248.html

yuyeOHO-MeTOoAn4ecKast

1. Meroanueckue yka3aHus Uil CAMOCTOATEIbHONW pabOThl CTYJEHTOB MO TUCIUIUIMHE
«IIpodheccronanbHbIi 31€KTUB. METOABI U CPEACTBAa TEXHUYECKOM 3aIlUThl KOH(DUICHINATBHOM
uH(pOpMallMd OT HECAHKIIMOHMPOBAHHOTO JOCTYNa» JJsi CTYJIEHTOB CIELHUATUTETa 110
cnerpanbHOCcTsM 10.05.01 1 10.05.03 ouHoii popmbl 00yueHust / A. M. UBaHIIOB. - YIbSHOBCK:
yal'y, 2022. - 15 C. - Heonyb6nukoBaHHBIIM pecypc. - URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/13989.

CornacoBaHo:
Benymmii cnemmanmict HB Yiul'Y / Tepexuna JI.A. / ka"/‘/ / 04.05.2023 /
JOJKHOCTh COTPYIHUKA HAYYHOU OMOTHMOTEKH ®UO ToJmICh nata
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0) [IporpammHoe o0ecnieueHne

- onteparmonHas cpena OC Windows/ Anst PaGouas cranmus 8;
- Microsoft Office / MoiitO¢duc CtanmapTHBIN.

1. D1eKTPOHHO-0UOJINOTEYHbIE CUCTEMBbI:

1.1. Iudposoii obpazoBaTenbHbi pecypc I[PRsmart : s1nexTpoHHO-OMOIMOTEUHAS
cucremMa : caut / OOO Kommanus «Au Ilu Ap Menmma». - CaparoB, [2023]. — URL:
http://www.iprbookshop.ru. — Pexum pmocrtyna: s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensras mwiathpopma FOPAMT : oGpasoBaTenbHbIl pecypc, dIEKTPOHHAs
6ubamorexa : caiit / OO0 DrekTporHOe H3xaTenbeTBO «FOPAUTY. — Mocksa, [2023]. - URL:
https://urait.ru. — Pexxum goctyna: Juist 3aperucTpup. nojib3oBarenei. - TeKCT : 3JeKTPOHHBIH.

1.3. ba3a mannbpIx «nexkTpoHHas oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMHMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2023]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum gocryma: mis
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKAs: OMOmoTeka : 0a3a JaHHBIX : calT /
OOO «Bepicmiasg mkojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcanTUHI». — MockBa, [2023]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MegunnHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexum
JIOCTyTa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.6. ObC Jlanp : snexTpoHHO-OMOMMOTEeyHast cuctema : cadt / OO0 DbC «Jlaab». —
Canxrt-Ilerepoypr, [2023]. — URL: https://e.lanbook.com. — Pexxum goctyna: mjst 3apeructTpup.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. OBC Znanium.com : 3JeKTpoHHO-OMOMHoTeuHas cucrema : cat / OO0 «3HaHUYM.
- Mocksa, [2023]. - URL: http://znanium.com . — Pexum ngoctyma : Ui 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyabsrantllimoc [DnekTpoHHBIN pecypc]: cripaBodHas npaBoBas cucrema. / OO0
«Koncynprant ITnrocy - DnektpoH. naH. - Mocksa : Koncynsrantllmoc, [2023].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUI:

3.1. eLIBRARY.RU: nayunas snektponHas Oubmuoteka : caiit / OOO «Hayunas
OnekrpoHHas bubnuoreka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum moctyna :
JUJIs aBTOPHU3. TTOJIb30BaTeNe. — TEKCT : AJIEKTPOHHBIN

3.2. DnexrponHas 6ubmmoreka «M3narensckoro noma «I'pedennukoB» (Grebinnikon) :
anexkTpoHHass Oubmmoreka / OOO W]l «I'pebennukoB». — Mocka, [2023]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexxum gocTtyma : j1sl aBTOpH3. MOJIb30BATEICH.
— TeKCT : 3EKTPOHHBIM.

3.3. ®@enepanpHas rocydapcTBeHHas uHpopmanuoHHas cuctema «HanuoHanbHas
3JIEKTPOHHAsT OMOJIMOTEKay : ANeKTpoHHas onbnuoTteka : caiit / ®I'BY PI'b. — Mockga, [2023]. —
URL: https://H36.pd. — Pexxum moctyma : uis mosib3oBareneil HaydHoi oubnmorexku. — Tekcr :
3JIEKTPOHHBIMN.

3.4. Poccwuiickoe obpazoBanue : ¢enepanbubiil nopran / yupeautenbs OIAY «OULTO».
— URL: http://www.edu.ru. — TekcT : 31eKTpOHHBIH.

3.5. DnexrponHas 6ubnmmuoreynas cucrema Yiul'yY : Mmoaynb «OneKTpoHHas OMOIHOTEeKa»
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ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JJIs TIOJIb30BaTeNIeld HayqYHOU OMOMMOTeKH. — TEKCT : AJeKTPOHHBIH.
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12. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCHUIIJIMHBI:
- MyJbTUMEAUNHHBIE CPEACTBA: KOMIIBIOTEP U IIPOEKTOD;
- MynbTuMeauiiabie TexHonoruu. MS Office, Internet Explorer;
AyauTtopuu JUisl poBeieHUs 3aHsATui — 2/240, 3/317, 2/26.
AynuTOpUHM yYKOMIUJIEKTOBAHBI CIIEHUAIN3UPOBAHHONW MeOenbio, yueOHOM TOCKOii,
UMEIOTCA MyJIbT MyJIbTUMEIUNHHBIE CPEJICTBA: KOMIBIOTEP U IPOEKTOP; HCIOIb3YHOTCS
myabTUMeauitHbIe TexHomoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIIEHUAJIBHBIE YCJIOBUA JJIS1 OBYYAIOLHIUXCA
C OTPAHUYEHHBIMU BO3MOKHOCTAMU 31I0POBbsA

B cnywae HeoOxogummocTH, OOyYalOIIMMCS €3 YWCIA JIMI C OTPAaHHYCHHBIMU
BO3MOXXHOCTSIMU 3JI0pOBBsl (110 3asiBICHUIO OOYy4YaloIIMMCSl) MOTYT MpeasiaraTbCsi OJHU U3
CJICAyOmuX BapUaHTOB BOCIIpUATUA HH(bOpMaLIHH C YUYCTOM HUX HHAUBHUAYAJIBbHBIX
NCUX0(U3NUECKUX BO3MOKHOCTEH:

— Uil JUI] C HapyuleHHWeM 3peHus: B (opMe DIIEKTPOHHOTO JIOKyMEHTa,
WH/IMBU/yaJIbHbIE KOHCYJBTAIlUU C MPUBJICYCHUEM TH(IOCYPIOTIEPEBOAUNKA, HHANBUYATbHbIC
3aJJaHUs ¥ KOHCYJIbTalUs;

— JUIsl JIML ¢ HapyLIeHHEM cliyXa: B popMe 3JIeKTPOHHOTO JOKYMEHTA, MHAUBUyallbHbIE
KOHCYJIbTallun C IMPUBJICYCHUCM CypAoICcpCBOAYMNKA, HWHAWBHUAYAJIbHBIC 3alaHuA u
KOHCYJIbTaIHS;

— JUIsl UL C HapyLIEHUEM OIMOPHO-IBUTATENILHOTO ammapara: B (popme 31eKTPOHHOTO
JOKYMCHTA, MHAUBUAYAJIbHBIC 3a/IaHUA U KOHCYJIbTall14.

B cnywae HeoOXOOMMOCTHM HCMONB30BaHUS B  Y4eOHOM Mpolecce YacTud-
HO/HMCKITIOUUTENBHO JUCTAaHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJOTUN, OpraHu3anus padoThI
[MIIC ¢ obyuaromumucs ¢ OB3 u mHBamMaaMu mpeaycMaTpuBaeTcs B dJICKTPOHHOU HMH(POpMa-
IIMOHHO-00Pa30BaTENILHON Cpeie ¢ YYETOM MX MHIMBHUAYaAIbHBIX NMCUXO(PU3UUIECKUX OCOOCHHO-
CTeil.
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11. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIEYEHHUE
JACIUATLITAHBI

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iludposoii obpazoBatenbHbIil pecypc IPRsmart : anexTpoHHO-O0MOIMOTEYHAS CCTEMA

caur / OOO Komnanusa «Au Ilm Ap Meagma». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensnas mwiatrhpopma FOPAMT : oGpasoBaTenbHbll pecypc, dIEKTPOHHAs
6ubamorexa : caiit / OO0 DrekTporHOe H3maTenbeTBO «FOPAUTY. — Mocksa, [2024]. - URL:
https://urait.ru . — Pexxum octyma: ajist 3aperucTpyp. Mojib30BaTesei. - TeKCT : AIeKTPOHHBIN.

1.3. ba3a nannbpIx «2nexkTpoHHas Oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum goctyna: ajis 3aperucTpup.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKAs: OnOimoTeka : 0a3a JaHHbBIX : cauT /
OOO «Bspicmiag mkojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MeguinHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «byxkam». — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum noctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlansb : anekrporHO-0ubIHOTEUHAas cucteMa : caidT / OO0 DBC «Jlauby. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3apeructpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 3BC Znanium.com : 371eKTpoHHO-OMOHOoTeuHas cuctema : cat / OO0 «3HaHmyMY.
- Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngoctyma : Ui 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyabsrantllimioc [DnekTpoHHBIN pecypc]: cripaBodHas npaBosas cucrema. / OO0
«Koncynprant [lntoc» - Dnektpon. nad. - Mocksa : Koncynsrantllntoc, [2024].

3. eLIBRARY.RU: nayunas snextpoHHas Oubimoreka : caiit / OOO «Hayunas
OnektponHas bubmuoreka». — Mocksa, [2024]. — URL: http://elibrary.ru. — Pexxum noctyna : s
aBTOPU3. NIOJIb30BATENEH. — TEKCT : DIEKTPOHHBIN

4. M@enepajbHasi rocyaapcrseHHass uHpopManuoHHas cucrema «HanumoHnanbHas
3J1eKTPOHHAs1 OUOIMOTeKay : dNIeKTpoHHAasA OnbimoTeka : caiit / ®I'BY PI'b. — Mockaa, [2024].
— URL: https://a36.pd. — Pexxum noctyna : s monbp3oBarenell HayqdHou OnbmnoTexu. — Tekcr :
AJIEKTPOHHBIN.

5. Poccuiickoe o0pa3zoBanue : henepanpHbiii nopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TekcT : 371€KTPOHHBIH.

6. daexTponHasi onbauoTeunasi cucrema Yal'y : Moayns «3nekTpoHHas OMOIHOTEKA»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JJIsl TIOJIb30BaTeNield HayqYHOU OMOMMOTekH. — TEKCT : AJIEeKTPOHHBIN.
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